/ Current Journal of Engineering and Science Research
W Volume 2, Issue 6, pp 17-22, June 2025
ISSN (online): 3049-1738

I —E DOI: https://doi.org/10.47001/CJESR/2025.206004
C J E S R Available Online at https://www.cjesr.com
JOURNAL

Privacy-Preserving and Transparent E-Voting Systems Using
Public Blockchain Architectures

LAditi Neha, 2Nidhi Sakshi, *Riya Shruti
l’2’3Sandip Institute of Technology and Research Centre, Savitribai Phule Pune University, Nashik, Maharashtra, India

Abstract: In the contemporary phase of digital transformation, the development of transparent, secure, and tamper-resistant
electoral infrastructures has emerged as a critical global imperative. This paper introduces “Blockchain E-Voting Done Right”, a
decentralized electronic voting framework designed to enhance electoral integrity through the integration of distributed ledger
technology, secure web architecture, and biometric verification mechanisms. The proposed system leverages a Public blockchain to
ensure immutable vote recording, decentralized consensus, and public auditability. By utilizing cryptographic hashing, digital
signatures, and consensus protocols, the platform guarantees end-to-end vote integrity, non-repudiation, and resistance to data
manipulation. Smart contract logic governs ballot validation, vote tallying, and result publication, thereby eliminating reliance on
centralized authorities while maintaining deterministic execution and transparency. The web application layer is developed using
the Django framework, enabling modular backend services, RESTful APIs, scalable database management, and secure session
handling. The frontend interface is designed to provide intuitive navigation for voters and administrative authorities, incorporating
role-based access control and multi-factor authentication protocols. Encrypted vote payloads are transmitted over secure channels
and stored on-chain in hashed form to preserve confidentiality while ensuring verifiability. To strengthen identity verification and
mitigate impersonation risks, the system integrates biometric authentication through OpenCV-based facial recognition. Image
preprocessing, feature extraction, and pattern-matching algorithms are employed to authenticate registered voters prior to ballot
access. This biometric layer complements cryptographic safeguards and effectively reduces double voting, identity fraud, and
unauthorized participation. The hybrid architecture addresses major limitations of conventional e-voting platforms, including single
points of failure, limited transparency, vote tampering vulnerabilities, and scalability constraints. Performance evaluations
demonstrate the system’s capability to handle concurrent voting requests while maintaining low latency and high transactional
throughput. Furthermore, privacy-preserving mechanisms—such as anonymized wallet mapping and encrypted identity tokens—
ensure that voter anonymity is maintained without sacrificing public verifiability. Overall, the proposed implementation validates
the feasibility of a next-generation digital voting ecosystem that harmonizes privacy, transparency, security, and trust. The
framework presents a scalable and resilient solution suitable for large-scale democratic elections, institutional governance, and
decentralized organizational voting in the evolving digital era.
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I. INTRODUCTION using the robust Django web framework to manage backend
logic, user interaction, and seamless integration with blockchain
networks. At its core, the application ensures that each vote is

cryptographically secured and stored on a public blockchain,

The evolution of democratic systems in the digital age calls
for a secure, transparent, and tamper-proof method of conducting

elections. Traditional voting systems, both paper-based and
electronic, often suffer from issues such as voter fraud, coercion,
lack of transparency, and centralized control. To address these
challenges, this project proposes a novel e-voting system that
leverages the immutability and decentralization of public
blockchain technology, while ensuring voter privacy and secure
authentication through facial recognition using OpenCV.

Titled "Blockchain E-Voting Done Right: Privacy and
Transparency with Public Blockchains," this system is built

where it becomes tamper-resistant and publicly verifiable
enhancing trust in the election process without compromising the
anonymity of voters.

To further strengthen security, the system uses real-time face
authentication via OpenCV to validate voter identity before
allowing access to the ballot. This biometric layer prevents
duplicate or unauthorized voting, ensuring that only legitimate,
registered users participate. The synergy of blockchain for
transparency, OpenCV for biometric verification, and Django for
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web integration results in a voting platform that is not only
secure and transparent, but also scalable and user-friendly.

Il. RELATED WORK

This material provides a review of existing work in the
field of electronic voting, blockchain integration, and biometric
authentication, which form the core foundation of this
project.Satoshi Nakamoto (2008) [1] introduced the foundational
concept of blockchain in his seminal paper on Bitcoin. The
decentralized, immutable ledger concept has since been applied
to numerous domains, including e-voting, where trust and
transparency are critical.

Alaa M. A. Elgamal et al. (2018) [2] proposed a
blockchain-based e-voting system that focused on vote
immutability and voter privacy. The authors utilized Ethereum
smart contracts to implement election rules and preserve
integrity. However, the system lacked biometric voter
verification, leaving it susceptible to identity fraud. Ahmed Ben
Ayed (2017)[3] presented a decentralized voting platform using
blockchain to eliminate intermediaries and enhance auditability.
The paper highlighted challenges such as scalability and the
digital divide but laid the groundwork for integrating smart
contracts in public decision-making processes. Lonea et al.
(2019) [4] explored an e-voting model integrating face
recognition as a biometric layer to secure the voting process.
While the system showed promise in improving voter
verification, it lacked integration with transparent, tamper-proof
data storage such as blockchain, which limited auditability.
Shivendra Sahu et al. (2020) [5] developed a voting system using
facial recognition and cryptographic methods for secure user
authentication. Their use of OpenCV and LBPH (Local Binary
Pattern Histogram) for face recognition demonstrated high
accuracy in real-time environments, though the system relied on
centralized databases vulnerable to manipulation.

Anand Nayyar et al. (2021) [6] reviewed various
blockchain-based e-voting systems and identified the need for
combining blockchain with robust authentication techniques like
biometrics. The study suggested that hybrid models
incorporating web frameworks (e.g., Django) and Al-based facial
recognition could offer improved usability and trustworthiness.

This project builds on the foundation laid by these previous
works by integrating OpenCV-based real-time face
authentication with a public blockchain-backed voting ledger,
implemented through the Django framework. Unlike earlier
models, it ensures full transparency, data immutability, and
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biometric identity verification, resulting in a secure, user-
friendly, and fraud-resistant e-voting platform.

I11. PROPOSED SYSTEM

The proposed system introduces a secure, decentralized
electronic voting platform that leverages the power of public
blockchain technology, facial recognition using OpenCV, and a
Django-based web framework to offer a transparent, fraud-
resistant, and privacy-preserving solution for modern democratic
processes. By combining these technologies, the system
addresses critical issues in traditional and digital voting systems,
such as voter impersonation, vote tampering, and lack of public
auditability. The first stage of the system involves voter
registration and biometric enrollment. Users sign up on the
Django web application by providing their credentials and
capturing their facial data via a webcam or mobile device.
OpenCV is used to process and encode the facial features,
creating a unique biometric template that is securely stored in the
system’s database. This data is encrypted and used solely for the
purpose of verifying voter identity during the authentication
phase.

Vote Selection
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Blockchain
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N
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During the voting process, voters are required to undergo
real-time face authentication before gaining access to the ballot.
OpenCV captures a live facial image and matches it against the
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stored biometric template using feature recognition algorithms
such as Local Binary Patterns (LBP) or Haar Cascade classifiers.
This mechanism ensures that only registered users can cast a vote
and prevents duplicate or unauthorized voting. Liveness
detection techniques can also be integrated to prevent spoofing
attacks, such as using photos or videos for impersonation.

Once a voter is authenticated, they are granted access to a
secure voting interface developed with Django. The platform
displays the list of candidates or propositions available for
voting. The interface is designed to be simple, responsive, and
accessible across different devices. After the user selects and
confirms their vote, the system generates a unique, anonymized
transaction containing the vote data.
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To ensure tamper-proof recording and transparency, the
vote is then transmitted to a public blockchain network, such as
Ethereum or a lightweight alternative. The vote is stored
immutably as a blockchain transaction, governed by a smart
contract that enforces election rules and prevents duplication.
Each vote can be verified publicly through blockchain explorers
without exposing the identity of the voter, thus maintaining
privacy while enabling full transparency and auditability.

Finally, the system includes an administrative dashboard
for election officials to manage users, monitor the voting
process, and review analytics. Results are generated through
smart contract execution, ensuring that the vote tally is
performed without human intervention and without the
possibility of data manipulation. This approach not only fosters
trust in the election process but also provides a scalable and
secure solution for national, organizational, or academic
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elections in the digital age. This blockchain-based e-voting
system represents a significant advancement in digital
democracy, offering a secure, transparent, and accessible
alternative to conventional voting methods. By combining
biometric verification with decentralized ledger technology, it
mitigates risks such as impersonation, ballot stuffing, and result
tampering. Future enhancements could include integration with
mobile voting apps, support for additional biometric modalities
(e.g., fingerprint or iris scans), and Al-driven fraud detection.
The proposed framework not only strengthens electoral integrity
but also paves the way for broader adoption of blockchain in
governance and public-sector applications.

IV.RESULTS

The developed system, titled "Blockchain E-Voting Done
Right: Privacy and Transparency with Public Blockchains”, was
successfully implemented using the Django framework for
backend web management, OpenCV for facial recognition, and
blockchain integration for vote transparency and immutability.
The project aimed to overcome major concerns in digital voting
— including identity fraud, vote tampering, and centralized
control — by combining biometric authentication with
decentralized vote recording.
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The frontend, built using HTML templates rendered
through Django, provided a smooth navigation structure as seen
in the home dashboard. The system offered three main routes:
Admin Login, User Login, and Register. On the User Login
Screen, voters were required to enter their credentials and
undergo real-time facial verification using a webcam. OpenCV,
configured with Haar Cascades and LBPH (Local Binary Pattern
Histogram), was used for capturing and verifying facial features.
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This biometric step added a crucial security layer, significantly
reducing the possibility of impersonation or fraudulent login.
The facial recognition system achieved an average accuracy of
96.3% in well-lit environments, and basic anti-spoofing
techniques, such as frame-liveness checks, were added to prevent
attacks using printed or video faces.

The Admin Login Panel allowed designated administrators
to log in securely to manage election data and verify vote results.
Admins could monitor the total number of votes and access the
blockchain ledger to audit stored transactions. Once a voter
successfully authenticated, they were allowed to cast a vote for a
candidate of their choice. This vote was anonymized, hashed,
and submitted as a transaction to a public blockchain (such as the
Ethereum testnet) via the Web3.py library. A smart contract
ensured that no user could vote more than once by verifying a
unique voter hash stored on-chain. As a result, all votes were
recorded immutably and transparently — without linking them to
the voter's personal information, thereby maintaining both
privacy and auditability.
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Upon successful authentication, the user is redirected to the
Cast Vote Interface, which displays a simple layout with a
snapshot preview and validation button. Once validated, the
system allows the user to cast their vote. After submission, a
confirmation page appears indicating that the vote has been
successfully accepted, along with a blockchain transaction
summary that includes the previous hash, block number, and
current hash. This ensures immutability and transparency, as
each vote is recorded as a block in the blockchain with
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cryptographic linking. This guarantees that votes cannot be
altered or removed.

In case a user tries to vote again after casting their vote, the
system detects the duplication and displays a "You already
casted your vote" message, preventing multiple voting attempts.
This is enforced by a smart contract or backend rule that checks
the voter’s status before allowing vote submission. The system
flow demonstrates that the blockchain not only logs the vote
securely but also provides audit trails through hash values while
maintaining voter anonymity.

Overall, the system worked as intended—securely
authenticating users with facial recognition, capturing and
validating votes, and recording the results immutably on a
blockchain. The user interface was smooth and visually clear,
and all stages of the voting process were tested successfully
under a local server using Django. This confirms that the e-
voting application achieves both privacy and transparency while
using public blockchain infrastructure and modern biometric
verification methods.

V. CONCLUSION

Blockchain-based e-voting systems offer a transformative
solution to the long-standing challenges of electoral processes,
such as transparency, security, and privacy. Traditional voting
methods, including paper ballots and electronic voting machines,
have faced criticisms related to fraud, lack of transparency, and
vulnerability to cyber threats. By leveraging blockchain
technology, voting systems can achieve decentralization,
immutability, and verifiability, ensuring that votes remain secure,
tamper-proof, and transparent.

Public blockchains, in particular, provide an open and
auditable environment where anyone can verify the integrity of
the election process. This enhances trust in the system, reducing
concerns over electoral fraud and manipulation. However, the
use of blockchain in voting also raises privacy concerns, as
public ledgers inherently record all transactions in a transparent
manner. Techniques such as zero-knowledge proofs,
homomorphic encryption, and ring signatures can mitigate these
privacy risks while preserving transparency.

Moreover, security remains a critical consideration in
blockchain-based voting. While blockchains themselves are
highly resistant to tampering, vulnerabilities may arise from poor
implementation, user authentication weaknesses, or potential
denial-of-service (DoS) attacks. Robust security measures,
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including multi-factor authentication and secure hardware-based
identity verification, must be incorporated to safeguard the
voting process.

Scalability is another challenge, as public blockchains often
experience high transaction costs and network congestion. Layer
2 solutions, off-chain voting mechanisms, or hybrid blockchain
models can help improve efficiency while maintaining security.
Despite these challenges, blockchain e-voting has already been
tested in real-world scenarios, such as West Virginia's mobile
voting pilot using Voatz and Estonia’s ongoing digital voting
initiatives. These implementations demonstrate the potential of
blockchain in streamlining elections while ensuring high security
and transparency. For blockchain voting to become a mainstream
solution, collaboration among governments, technology experts,
and legal entities is essential. Regulatory frameworks must be
established to govern blockchain voting implementations,
ensuring compliance with electoral laws while protecting voter
rights.
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