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Abstract: Digital forensics has become an essential domain in cybercrime investigations, where digital text evidence such as
emails, chat logs, documents, and system logs plays a vital role. Ensuring the authenticity and integrity of such evidence is critical,
as even minor alterations can invalidate legal proceedings and forensic conclusions. Traditional systems primarily focus on
encrypting data to protect confidentiality but often overlook integrity verification before decryption. The increasing frequency of
cyber-attacks and digital fraud highlights the need for forensic systems that not only secure evidence but also verify its originality.
Without proper integrity checks, encrypted evidence may still be tampered with, leading to unreliable forensic out-comes. To
address these challenges, Twin Route Forensics introduces a secure and reliable framework that combines authentication,
encryption, and hash-based verification. The system ensures that text evidence can only be restored after successful integrity
validation, thereby improving the credibility and reliability of dig-ital forensic investigations.
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I. INTRODUCTION

Digital forensics has become an essential domain in
cybercrime investigations, where digital text evidence such as
emails, chat logs, documents, and system logs plays a vital role.
Ensuring the authenticity and integrity of such evidence is
critical, as even minor alterations can invalidate legal
proceedings and forensic conclusions. Traditional systems
primarily focus on encrypting data to protect confidentiality but
often overlook integrity verification before decryption. The
increasing frequency of cyber-attacks and digital fraud highlights
the need for forensic systems that not only secure evidence but
also verify its originality.

Without proper integrity checks, encrypted evidence may
still be tampered with, leading to unreliable forensic outcomes.
To address these challenges, Twin Route Forensics introduces a
secure and reliable framework that combines authentication,
encryption, and hash-based verification. The system ensures that
text evidence can only be restored after successful integrity
validation, thereby improving the credibility and reliability of
digital forensic investigations.

Furthermore, the framework enhances the security of
digital evidence by implementing a dual verification process that

detects  unauthorized  modifications  before  evidence
reconstruction. This approach strengthens forensic reliability by
ensuring that only verified and untampered data is pro-cessed
during investigation.

1. RELATED WORK

Previous research in digital security has primarily focused
on encryption algorithms, authentication mechanisms, and secure
database systems to protect sensitive information. Most existing
systems rely on symmetric encryption techniques and access
control policies to ensure confidentiality and restrict
unauthorized access. However, these approaches often decrypt
the stored data directly without first verifying whether the data
has been modified or tampered with.

Recent studies in digital forensics emphasize the
importance of data integrity and authenticity when handling
digital evidence in cybercrime investigations. Cryptographic
hash functions such as SHA-256 are widely used to detect
unauthorized changes in stored data and maintain the integrity of
digital records.

The proposed TwinRoute Forensics Framework adopts a
forensic-driven  development approach that integrates
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cryptographic algorithms into a web-based system. The
framework incorporates secure user authentication, encrypted
data storage, integrity verification using SHA-256 hashing, and
controlled decryption. By verifying data integrity before
decryption, the system enhances forensic reliability and ensures
the trustworthiness of digital text evidence in investigative
environments.

Recent advancements in cybersecurity research highlight
the importance of combining encryption, hashing, and
authentication mechanisms within a unified framework to
strengthen data protection and forensic reliability. Despite these
developments, many existing systems still lack a pre-
decrintegrity verification process, which may lead to the
processing of compromised or tampered data. The TwinRoute
Forensics Framework addresses this limitation by introducing a
dual-route security pro-cess that verifies the integrity of digital
text evidence before allowing decryption and access, thereby
improving trust in forensic analysis.

I1l. PROPOSED SYSTEM

The proposed system introduces a forensic-grade
framework specifically designed to protect, verify, and restore
digital text evidence with high reliability. Each submitted text
input is encrypted using the Advanced Encryption Standard
(AES) algorithm and simultaneously processed with the SHA-
256 hashing algorithm to generate a unique integrity value before
storage.

A distinct record identifier is assigned to every evidence
entry to ensure traceability. During evidence retrieval, the system
performs integrity verification by comparing the newly generated
hash value with the stored hash. Controlled decryption is
permitted only when the integrity of the data is successfully
validated. This approach ensures that tampered or altered
evidence never restored, thereby preserving forensic authenticity
and strengthening the chain of custody.

IV. SYSTEM ARCHITECTURE

The system architecture is composed of multiple inter-
connected modules that work together to ensure secure evidence
handling. The user authentication module verifies authorized
access to the system, while the encryption and hashing module
secures text evidence by applying cryptographic algorithms.
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Encrypted data and corresponding hash values are then
stored securely through the storage module. During retrieval, the
verification and decryption module validates data integrity
before allowing controlled decryption. The overall data flow
begins with user input, followed by encryption and hashing,
secure database storage, integrity verification, and final
restoration of original evidence.

The architectural design ensures confidentiality, integrity,
and forensic reliability throughout the evidence lifecycle, as
illustrated in the system architecture diagram.
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Figure 1: System Architecture
V. METHODOLOGY DESCRIPTION

Client Side: The client interface allows users to securely submit,
retrieve, and verify text evidence through authentication-based
access.
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APl Request / APl Response: The system uses REST-ful APIs
for secure communication, employing HTTP methods and
JSON-based data exchange.

Server Side: Backend logic handles encryption, hashing,
verification, and access control using secure cryptographic
libraries.

Store / Retrieve: Encrypted data and hash values are stored and
retrieved securely using record identifiers.

Database: The database stores encrypted text, hash values, and
metadata, ensuring confidentiality and integrity.

VI. IMPLEMENTATION
Cryptograpic Mechanisms Used
1. AES-256 Encryption

The proposed CryptoTrace framework utilizes the
Advanced Encryption Standard (AES-256) algorithm to en-sure
secure storage of digital text evidence. AES-256 is a symmetric
key encryption algorithm that uses a 256-bit key to encrypt
plaintext data into ciphertext. In the pro-posed system, when a
user uploads text evidence, the data is encrypted using AES-256
before being stored in the database. This ensures confidentiality
and prevents unauthorized access to sensitive forensic data.
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Figure 2: AES in Cryptography

AES uses Substitution-Permutation Network

Data is processed in 128-bit blocks
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= AES-256 performs 14 encryption rounds
2. SHA-256 Hashing for Integrity Verification

To ensure data integrity, the system employs the SHA-256
hashing algorithm. SHA-256 generates a unique 256-bit hash
value for each piece of digital text evidence.

This hash value acts as a digital fingerprint of the original
data. During the verification stage, the system recomputes the
hash of the stored text and compares it with the original hash
value. Any mismatch indicates that the data has been modified or
tampered with.

Hashing Algorithm

L1 #blcld
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SHA-256 |l #1skaas
—"
Plain Text Hash Function Hashed Text

Figure 3: SHA-256 Algorithm
VII. RESULTS

This project is designed to protect and verify the integrity
of textual evidence using cryptographic techniques. The system
integrates encryption algorithms such as AES for secure data
storage and SHA-256 hashing for integrity verification. By
combining cryptography with forensic analysis , CryptoTrace
enables investigators to Detect and recover manipulated text
while maintaining the authenticity of digital evidence.

® Secure Data Protection System

@ e G

Figure 4: The landing page of cryptotrace

The landing page serves as the entry interface for the
CryptoTrace system, providing options such as About, Login,
and Sign Up. It acts as the initial access point for forensic
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analysts to enter the secure platform. The inter-face highlights
the system’s objective of protecting digital evidence using
cryptographic techniques.

Secure Login (role-based access control); The login
interface authenticates authorized users before allowing access to
forensic operations. Analysts provide credentials that are
validated by the system to prevent unauthorized access. This
mechanism ensures that only verified investigators can handle
sensitive digital evidence.

A Secure Login

Usemname

Figure 5: Represents Secure Landing Page

Analyst Dashboard (case operations hub): After
authentication, the analyst dashboard provides options such as
Store Data and Retrieve Data. These operations correspond to
evidence submission and verification processes. The dashboard
acts as the central inter-face for managing digital forensic
evidence.

The above figure depicts the secure dashboard of our project.
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Store and Encrypt Data (evidence ingestion). In this step,
the investigator enters the suspected text evidence into the
system. The data is encrypted using AES to ensure
confidentiality and a SHA-256 hash is generated for integrity
verification. The encrypted data and hash value are securely
stored in the database.

£ Encrypt & Store

Figure : Represents the original text stores successfully

Storage Confirmation (evidence record created). After
encryption, the system generates a unique Record ID along with
the ciphertext and SHA-256 hash value. This record acts as a
reference for retrieving the stored evidence. The stored hash
serves as the integrity finger-print of the original data.

Copyright © 2026 CJESR All Rights Reserved

25



127.0.0.1:5000/st

@ Secure Data Stored Successfully

==

) 127001 snmarize(®) € ¢

2 Aleration Analysis:

Figure : Represents which stores ID for retrieving the data

Forensic Verification Result (tamper detection). During
retrieval, the system decrypts the stored cipher-text and
recomputes the SHA-256 hash. The newly generated hash is
compared with the stored value to verify data integrity. If both
values match, the system confirms that the evidence has not been
altered.

Backend Initialization (database setup). The backend
initialization process sets up the SQLite database and inserts
original text samples used for comparison. A Python script
creates the required tables and stores reference texts. This setup
supports alteration detection and forensic verification during
evidence analysis.
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VIIl. CONCLUSION

This paper presented TwinRoute Forensics, a secure
investigative framework for restoring altered text in digital
forensics. By integrating AES encryption, SHA-256 integrity
verification, and controlled decryption, the system ensures
confidentiality, authenticity, and tamper resistance. The proposed
approach significantly enhances forensic reliability and
strengthens digital evidence trust-worthiness.
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